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Joint All-Domain Command and Control:
Background and Issues for Congress

The Department of Defen@0OD)is in the process of a onde-a-generation modernizatiarf  Analystin Military

its approach to commanding military forc&enior DOD leadersave stated that the Capabilities and Programs
department existing command and control architecture is insufficient to meet the demands

the2018National Defense Strategy (ND3int Al-Domain Command and Control (JADC2) ik

DOD’ esonceptto connect sensors fromall of the military servigdisForce, Army, Marine

Corps, Navy, and Space Forento a single network

DOD points toride-sharing service Uber as an analogy to describe its desired end state for JADC2. Uber combines two

March 18, 2021

John R. Hoehn

different apps—one forriders and a second for drivers. Using the respe@répositiors, the Uber algorithmdetermines
the optimal match based on distance, traveltime, and passengers (among other viridiges)se of JADC2, that logic
would find the optimal platformto attack a given targetherunit bestable to ddess an emerging threaar JADC2to
work effectively, DOD is pursuing twemergingechnologies: autonmat and artificial inteligencegnd new
communications methods.

Severahgencies and organizat®within DOD areinvolved inJADC2related effortsThe following list highlightselected
organizationand projects associateith JADC2 development

l
ll
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DOD ChiefInformation Officer: Fifth Generation (5G) Information Communications Technologies

Office of the Secretary of Defense (Research & Engineeringjully Networked Command, Control, and
Communications (FNC3)

Defense Advanced Research Projects Agendyinsaic Warfare
Air Force: Advanced Battle Management System (ABMS)
Army: Project Convergence

Nawy: Project Overmatch

As DODdevelops hew methodstcommand and control military forces, Congress may cons@l@ral potential issues

T
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How can Congress consider JADfEdated activitieg advance ofalidated requirements or cost
estimates?

How canDOD ensurénteroperability amongach of the militangervicesand allies communications
systems?

How should DOD prioritize competing communications requirements for its future network?
What role will artificial intelligence play in future command and control decisionmaking systems?
What potential force sticture changes will be necessaryto meet JADC2 requirements?

How should DOD manage JAD@8lated efforts?
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Whas J ADC2?

JoinDomadiln Command and Control ( IsAIDARA) i s

D¢

concept to connect senso¥As rf Fomcal,l Axfmyt, h eMamiilnie

Navy, and Smaoe aFenamgle net wor k. Traditionally,

developed its owhn wtha c i n ¢ ® Inphaotstiety boefk woit¢ hhegrt s er vi c ¢

Ar my net works were unable to 1imMWi¢hf dOADOTRiIt h
envisions“ at enth e’tngeotdwnotrhki ntghsat would connect
weapons systems, s ianl g daori tthilefii pdoievaelimsaiikoimegl .1 i g e n ¢

DOD
hour
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minutes , ,coormppaorteedn twiiatlhl yt bsee cfcoarndesénygr
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Figure 1.Conceptual Vision of JADC2

Source: https://www.monch.cormpghewsew-c4ichannel? 334-saicand-usafpartnerfor-jadc2.html

1 For a summary of JADC2 se2RS In Focus IF11493pint Al-Domain Command and Control (JADG3y John R.
Hoehn

2Jim Gar a mo n-Bomairf Command, ContiolFramwe r k Bel on gs DQDN&Ws Novempdrt er s , ”

30, 2020, ahttps://mww.defense.goizkploreNewsArticle/Article/2427998jbint-all-domaircommanecontrot

frameworkbelongsto-warfighterss For a broader discussion of DEBR&D’s efforts

Report R45178Artificial Intelligenceand National Securityby Kelley M. Sayler

3 For example, according to joint operational doctrine, military commanders plan air operations between 72 and 96
hours in advance. See Department of Defedwi|t Air OperationsJP 330, WashingtonDC, July 25, 2019,
https://mmw.jcs.milP ortalsB6/DocumentdDoctrinepubsjp3_30.pdf

4 SeeGary Roughead, Eric Edelman, et Bpviding for the Common Defense, National®efe Strategy

Commission, The Assessment and Recommendations of the National Defense Strategy Commisgiop52018
https://mwmww.usip.orgiitesflefaut/files/2018 11 /providingfor-the.commondefense.pdf

5 James MattisSummary of the National Defense Strategy of the United States of America: Sharpening the American
Militaryds Coepartenentdf Defease,Bahupe 2018, titfps://dod.defense.gavbdrtalst/Documents/
pubs2018-NationatDefenseStrategySummary.pdf
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JJADC2 =envisionsl ipkreo veindviinrgo namecnlto ufdkor t he joint fc
surveillance, and reconnaissance dat a, trans mit
enable fastgr (Hiegel)®lkiADiICi2a kiint ends to help ¢ ommand
decisions by collecting data from numerous sens
mtelligence algorithms to identify —thaortdhets, and
kinetic and nonkinetic {togengagdbetrhort @dget r on

DOD pointhatongidervice Uber as amtanfidbogy to d
J ADCUber c¢combines -townoe dfiofrf erriednetr sa papnsd a s ec ond f
respectpoeiunsems, the Uber algorithm deter mines
travel time, and passengeircsat(iaomo ntgh eont hperro vviadreisa bd
drivers to follow to deliver passengFeirs to thei
net works to transmit data to match riders and »p

Some analysts take aJ AlbG2e. sTkheepyt ircaails ea pgpureosatciho ntso
maturity and affordability, and whether i1t 1is p
reliably connect sensors to shooters and suppor
war frairccho emdAmal ysts also ask who would have dec
domains, given that, traditionally, command aut
than from an over &3 d me aanpsaod gqauopetr s pre citai wemuc h a
needed for JADC2 to make decisions 1in real time
amount of human i-mnebdtvededecinimnbitary

What I s Command and Control:
Dimensionality of C2 and Implications of Artificial Intelligence

One canview command and control through the context of the five questions: who, what, when, where, and
Traditionally, Congress has focused on command and control through two different, yet related issues: auth
WKH ~ ZetRgitechnology W K H ")KTR&fjist issughat Congress has traditionally focused on reflects th
authority a commander has to execute an operatiérthis line of discussion focuses on the chain of command
reflecting the differences between the military serviteharged with organizing, trainirand equipping U.S.
forces® andthe combatant commandsvho have the authority to employ forces abroad. Tlssue can be
VXPPDUL]HG E\ WKH TXHVWLRQ “ZKR FRPPDQGV IRUFHV"u

The second issue represents the technical aspects that enable commanders to make these decisions and t
them to the field. Terms likecommand, control, communicat{@%),C3 pluscompiters (C4), andntelligence,
surveillance, and reconnaiss@igi) enter the discussida.This technical issue of command and control looks a
the data (and method of collectiorthatcommanders use to make decisiori€.(ISRis the datato enable
decsionmakiny the processing power to transform data into informatiomndthe systems that enable

6Sydney J. Freedberg Jr ., “ Buri lldiBreakingiDefBiGdanuard 43t2021, A1 & War fi
https://breakingdefense.coR®2101buildingjadc2dataai-warfighterinsight/

"TRachel S. Co hémd e r“sWaanntd tMDC2 ? Thi nk AMWioRoice Mabazing,, USAF Of fici
September 23, 2018ftps:/mww.airforcemag.comant-to-understandandc2-think-about uberusafofficial-says/

8Bryan Clark and Dan Patt, *“1J ADC?2Brédking DéanseBnuary 14,2024, Fi ght The

https://breakingdefense.cod®2101ljadc2may-be built-to-fight-the-wrongwar/.

9 See Department of Defenskgint OperationsJP 30, Washington, DC, January 17, 2017, Incorporating Change 1

October 22, 201&ttps:/mww.jcs.milPortalsB6/Documentddoctrinepubsjp3_0chl.pdf?er=201811-27-160457

910.

10 For more information, se@RS In Focus IF1054Defense Primer: Commanding U.S. Military Operatiping

Kathleen J. MclInnis

11 For detailed definitions of each of these terms, see Department of Ddb@BRdictionary of Military and

Associated Term&Vashington, DChttps://mww.jcs.milP ortalsB6/Documentddoctrinepubstictionary.pdf
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commanders to communicate their decisions to geographically distributed forces. This technical approach t
command and control can be summarized aK RZ GRX \FRPPDQG IRUFHV"u

Other dynamics of command and control answer other questions: which systems and units are being comm
(what), the temporal aspect (when), and geography (wheengress has historically expressed interest in eac
of these questions the context of specific, rather than general, issues. For example, rather than considering
general purpose forces, Congress has focused on issues regarding nuclear forces and authorities associatg
special operation® Command and control topicssaociated with quick response to nuclear and cyber
operations!3 and to a limited extentin terms of electromagnetic spectrum operatinisave been other areas
where the issue of timeliness has drawn congressional attention.

5HIJDUGLQJ WXhgrésatikasl&€pressed interest in command and control associated with quick respor]
to nuclear and cyber operatiori8,and to a limited extent in terms of electromagnetic spectrum operatitns.
However, the greatest sensitivity ofwhenpappears to be more tactidglfocused €.g.,.when to have aircraft on
target, when an assault on a building should begin); these decisions are often delegated to commanders. Fi
geographic component presents unique challenges for commanding U.S; &xrd@sg as both thexecutive
branch and Congress continueto support a global national security strdtegagraphic decisiorlargely
represent tactical issues that are often delegated to individual commanders.

12 For more information, se@RS In Focus IF1052QefensdPrimer: Command and Control of Nuclear Forgéy
Amy F. Woolf, andCRS Report RS21048).S. Special Operations Forces (SOF): Background and Issues for
Congressby Andrew Feickert

13 For more informabn, seeCRS In Focus IF1053 Defense Primer: Cyberspace Operatiohg Catherine A.
Theohary

14 some analysts argue that spectrum management decisions will require increased speed to maintain communications
networks. The presence of adversary electronic jamming, these analysts argue, will requsersplit decisions to
allow bursts of communicains to forces.

15 For more information, se@RS In Focus IF1053Refense Primer: Cyberspace Operatiphg Catherine A.
Theohary

16 some analysts argue that spectrum management decisions will requeaskntspeed to maintain communications

networks. The presence of adversary electronic jamming, these analysts argue, will requeceplit decisions to

allow bursts of communications to forces. vEsr Soekdmepde’ see U
electronic warfare user int https/avevarmy.mi@grticke/21870b/e 1 ease, Oct ober
artificial_intelligence_improves_soldiers_electronic_warfare_user_interface

17 For a detailed discussion on this issue, GRS Report R44891).S. Role in the WorldBackground and Issues for
Congressby Ronald O'Rourke
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Figure 2. Dimensionality of Command a nd Control and Implications of
Artificial Intelligence

Authorities
“Who

Technical
“How”

Force Mix
“What”

Artificial
Intelligence

Geographic
“Where”

Temporal
“When”

Source: Congressional Research Service

Figure 2 depicts how these issues are beginning to irgetghrough theintroduction of artificial intelligence (Al
to optimize results among the various dimensions. As formations increase in comglgadtyicularly with
formations designed for Joint Allomain Operation$ controlling these forcegould potentially surpass the
ability of human cognitionwith algorithmsusedto help manage these force¥he U.S. military has stated that it
intends to keep humans involved throughout the decisionmaking prégdsst as U.S. forces introduce more
artificial intelijence technologies into their decisionmaking apparatus, distinctions among the dimensions beg
EOXU )RU H[DPSOH WKH "ZKRuyu DQG "KRZuy EHJLQ WR ORRN VLPLQ
recommendations to commandersvho may not understand the information @he processthat produced the
recommendation.

Al could alscaffectother aspects of command andcontrdlQFOXGLQJ WKH "ZKDW p "ZKHQ
WKH "ZKDWpu DQG "ZKHUHp HOH Piesabilivy té fih Qafdebg@de H Q.JfetcdditgYsetdn/ D U
also challenge commander® QG WKHLU VWDIIV:- DELOLW\ WR PDLQWDLQ FRQV
PDQDJH WKH FRPSOH[LW\ )JURP D "ZKHQpu SHUVSH F VWihg,YgdrticRI&H UD W
electromagnetic spectrum and/or cyber operations, could surpass humacisionmaking ability. This raises a
significant question of how much commanders can trust Al and how well human operators will need to
understand why the Al systemecommendsa particularaction

Why Change Current C2 Structu

DOR urrepart @2 musd masreagtnee nt s of —fphembhatt yeaspngeth
identified military domainslhsairru,ctlbaencda,a1ssies & .8 s p

traditiocmnaflee d¢thrae astisn gl e

sy
militareyd idghvleyl ospophisticat

stem, Inke csthoas aft ar
ed (but costly)

s €ns o

providing information t&eaaaoaeAtr aOpeecdtcomma@an
Command Posstuych SeysslAedwmanc ed Warning( AWACS)o mmand
and ®hdoEnt Surveillance( JTSTARSt)e Abpac ki Redat oSy

BDepart ment of Defense, “DOD Adopts 5 Principles
2020,https://immw.defense.goizkploreNewsArticle/Article/2094085dod adopts5-principlesof-artificial-
intelligenceethics/
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situational awarenecsesnttraldammaowdde¢posats ,t hwhsea e t
militar% forces

The future

operatin environment thnticghlvadeed dby
and other sources describe how potential advers
acsdsuarea denial (ARI/gADH bapabde hpaabeditises inclu
warfare, cybeanwgeamodoansjletongaitd. S dvaompdt iatiar e
pursued A2/ AD capabilitids oasl aUmS8anuwssiddharoyundd
as the abilitmndoimpogoecngptolweirr abilité% to win

Source: https://www.japcc.or@lectronicwarfarethe-forgotten-discipline/

Senior DOD leaders have stated that access to 1
envirccdmemtddition, these leaders have stated th
multidomain appnowlhS.hsf aoreqasrwdulld use ground,

19 Concepts like AirLand Battle emerged from this thinking. The tiiéehind AirLand Battle was that the United
States maintained an advantage in lagge reconnaissance and strike capabiliidD decided to invest in
platforms like AWACS and JST ARS (along with the leremge Army T actical Missile System [ATACMS]) togage
Soviet tank reinforcements. David E. Johnsbime Lessons of AirLand Battle and the 31 Initiatives for Mb&imain
Battle, RAND Corporation, PE301, August 2018tps://imww.rand.orgiubsperspective§/E301.html

20 seeGary Roughead, Eric Edelman, et Rirpviding for the Common Defense, National Defense Strategy
Commission, The Assessment and Recommendations of the National Defense Strategy Commission,
2018 https://mww.usip.orgitesfiefaultfiles/2018 11 jprovidingfor-the-commondefense.pdf

21 For more information on these systems,GBS In Focus IF1111®efense Primer: Electronic Warfardy John R.
Hoehn CRS In Focus IF1053 Defense Primer: Cyberspace Operatiphg Catherine A. TheohargndCRS In
Focus IF11353Defense Primer: U.S. Precisie@uided Munitionsby John R. Hoehn

22 Jan van Tol, Mark Gunzinger, Andrew F. Krepinevich, etAitSea Battle: A Poinbf-Departure Operational
ConceptCenter for Strategic and Budgetary Assessments, Washington, DC, May 18h2&@%0/csbaonline.org/
researchgublicationsairseabattle concept

23 For example, see témony of Chairman of the Joint Chiefs Gen Joseph Dunford, in U.S. Congress, Senate
Committee on AppropriationsDefense SubcommitteBepartment of Defense Budget Heariid 5" Cong., 29sess.,
May 9, 2018.
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cyber forces to’sthalgledan @¥Tlaxm lAldidouts s)ar Pper at i ons
concept thus provides commemcsbidmuhtansoeusoandfo
sequential operarntrdomhke ursamigd saunrdp rciccsnet inuous 1int
across altlh edgoahayghys i c gt hoddgpsesal advantages and
contro

1 over the operational environment

(

Technologisdahcadvahrec el vel o p meomte,smghfti cthh ee nAv ir sLiaonnde dl
i to c

and heylparo hindiwed ys d o wefi soe k ,

T O X O —O =
< B =~ B30

How H as Command and Control Evolved?

7KH 8 6 PLOLWDU\-V WUDGLWLRQDO FRQFHSW IRU FRPPDQG DQG
"D X1 W UDJ VWD Riwenbideps?” SHFRJQL]LQJ WKDW GLVRUGHU DQG WKH
operations, subordina& commanders were entrusted to operate seanitonomously to achieveheir
FRPPDQGHU-V LQWHQW L H WKH RYHUDUFK L QstrigtedDvowenteritsD P LV V
Information from intelligence sources and reconnaissaoo& a long time® hours or potentially day$ to reach
commanders. To maintain control of forces, commanders relied on radimmunicationsand paper
correspondence. The limited amount of information available allowed commanders to direct forces across ty
dimension$ using a sigle domain responding to adversary actions.

At the height of the Cold War, Soviet forces presented a new problem for military forces: how to counter a
numerically superior tank forcelo counter this threat, the Army and Air Force proposednavel approactthat
combinedair and land power by developing new technologies to identify reinforcement locafldris.concept
was known as AirLand Battl&his threedimensional approacsoughtto use advantagesin intelligence,
VXUYHLOODQFH DQGHHBGRHMPGPLWRDEFHHMR IMUHSRZHU RQ EfiDedp | |
VWULNHY ZRXOG FRPSOHPHQW WKH JURXQG IRUFHV:- DELOLW\ WR
adversary \uantitative advantages. To support this vision of useepdstrikes to prevent followon forces, the
U.S. military needed to improve command posts to increase the speed of decisionmaking to direct forces,
VWLOO PDLQWDLQLQJ WKH WUDG LW L RrigedRésliRO i@ & deyelopfBrBfmBv) G H |
systems, like the JSTARS and ATACRIBhese systems enabled commanders to gajuickerunderstanding of
the battle space ant improve the response time to direct fires on enemy forces.

24 CRS In Focus IF1140®Mefense Primer: Army MuliDomain Operations (MDQ)by Andrew Feickert

25 For a discussion on the needs to process data for Joimohflain Operations, s&RS Report R46389ntelligence,

Surveillance, and Reconnaissance Design for Great Power Com petidfondinated by John R. Hoehn

ng the Aire fHoorrctes aimd oAramysii entg |1ém ipél in @
eDnOalDb ¢ e d odnet vi enlwoepn m @ poti sl-dd maapre r a.Suarhs
c alamdivnacnrceeass ei ch cnlmmdbee r o fi nmeel tuhdoi dsg

and

26 For example, DOD doctrine states that military operations are controlled in each domain. Thus, a land commander,
an air commander, araimaritime commander each develops their own operational plan based on of a Combatant

Commander’s intent. These plans require substantial

require a person communicatingvia telephone to coomeféécts. See Department of Defenksnt Air Operations
JP 330, Washington, DC, July 25, 201&tps:/mww.jcs.milPortalsB6/Documentddoctrinepubsjp3_30.pdf

Z’Thomas J. Czerwinski, “ Co mmaUnSdArmyiNdr CollegetQuastdrly: Rarametdrse Cr os s r o a

vol. 26, no. 3 (Autumn 1996), pp. 121132, https://press.armywarcollege.edgilviewcontent.cgiarticle=1788&
contextparameters

2Maj Thomas Gill, -THRheRiAght LPmdt Bai nGlobad Securitf1920), Ne x t
https:/mmw.globalsecurity.orgfilitary/library/report1990GT J.htm

29 David E. JohnsorThe Lessons of AirLand Battle and the 31 Initiatives for MD&m ain Battle RAND
Corporation, PE301, August 201&tps://mww.rand.orgiubsperspective§’E301.html
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Over the past 20 years, China and Russia have observed Bt d WHG 6 WDWHY:- PHWKRG RI Z
PHWKRGYV WR FKDOOHQJH 8 6 DGYDQW,hJdticulaifocpszsdn Pre@htivgDiue |
United States from building large amounts of combat power (limiting logistics), incresgmdor highvalued
aircraft (tankers, spy planes, command and control aircraft), and increasing its naval footprint (limiting U.S.
advantagesP.To counter these new threats, DOD initially proposed the idea of using multidomain operationg
(which has sincéransitioned into the termalkdomain operationdDOD contends thausingone or even two
dimensions to attack an adversary is insufficiemG W KD W FK D O OH Q JdrggtindcQlcliius tYi s Es
more complex formations (additional dimensions). The increasing complexity, combined with potentially
decreasing times to respond to threats from emerging technologies, DOD argues, reqiévesnethods to
manage forces.

Figure 4.Changes in Complexity of Command and Control

World War 1l C2 AirLand Battle JADC2

=

Source: Congressional Research Service

JADEERnabling Technol ogies
As DOD develops t hteydeAddChfngpldngape gcithkosole

approach to command and ¢ ormrtornomlu nmiclaittiaonys f or c e s

Automation and Artificial Intelligence

Many senior DOD |l aeadhddaDE€2haveaaconcuebpat édr per ha
than anyogpé&miditapunary MO R hGareotdtnircelcet,o rLtoGGe nt h e
Artificial Lot etihéddtdA B @2X ei sCemateran I T [infor matior
it 1is a wart.fHigshttoirnigc aslylsyt,e you wouimd hade yoular ge
would spend years refining the requirements,
then you would go to a defense contractor
fielding somethi i nyetahtisscded ¥L¢ Gean Gatoem. descr i
artificial 3fanntde lblyi geexntceen s(iHln) ,t he towl cetmtatbddat a
algorithms to Acfeormdi agmmen i ed€ierne cteonrn iosf Ctrhael 1J o i

30 Jan van Tol, Mark Gunzinger, Andrew F. Krepinevich, etAitSea Battle: A Poinbf-Departure Operational
ConceptCenter for Strategiand Budgetary Assessments, Washington, DC, May 18, 2@t://csbaonline.org/
researctgublicationsairseabattle-concept

8'Sydney J Freedber galm, ‘ABui&l dVanr Healkiny Daddnseddnbasy 13 2021, ”
https://breakingdefense.co®2101buildingjadc2 dataai-warfighterinsight/

32 This report uses the ternastificial intelligenceandalgorithmrelatively interchangeably. Artificial intelligence
combines many technologiegprimarily databases, processors, and the algorithms themselves. In the context of
JADC2, the primary technological agivcement of artificial intelligence, however, isits predictive nature, which is
derived from the algorithm, or the approach to analyzingthe data.
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commandol ,c ocnotnmmunications, and comd®thdros/ cyber ¢
artificial intelligence and ma%tLltiGreen IKeraarln i nsgt aatre

JADC?2 is about automating all of .it. It is about taking advantagd thatsensottich
environment-looking at things like data standards; making sure that we can move this
information into an area that, again, we can process it properly; bringing on cloud; bringing
on artificial intelligence, predictive analytics; and then unideirgy this with a network

that can handle this, alldomains and partéfers.

Communications

Accor dDiOnDd etve l opi wgurledAgDulCil2we ¢c o mmuni ¢c aDGdns met hod
urcemmunicat womk has been optimiz¢e38Asfoar oper at

o

result, sPOPlustss as the primary meThkeed t o c¢comm
sys tfeamlkset ency (6 sameddedayngot designed to operate
presence of &SYThetscowmidewanfiahat ettutres rmrlgeosy
orygwhich orbit approximately 22, 20Newniles (35, 8
appligcationindsh t ¢ nrteiqaaldidye tdiadc matlh@adt®esent communicat.i
net works might nparbecabheltyoasupPpP®rincreases t
provideahddatnoto improve algorithmss.uclhheasintro
the 'Nalgrge Unmanned Surfathoandr et dndet 8um gny Va loinc |
growingt i nn er @ b36ctoiucl dv enhehecdd e €« pr e acnedhmuti datticorsy
to maintain control of these systems.

Current J ADC2 Efforts

The JointDO®Pbmgdnizsatthen responsi-Pbmafor develop
Command amd nCoenpttr oslt r ahegyg. at a oandgdowitmbge ns,toufdi es a
effSootnnectlJeAD@En ctehpet . Eac deoph r (Amemynis ]| Nd wy,y Air

Foryga¢ ong with DOD agencies like the Defense Adv
( DARPAPf inc dJnafe rtsleScercerteatray y of Defense for Rese:

( OS[IP&B,are developingntedhesofoglioewiagdseotions b
selected ’cerfgaomitzsat i ons

¥Theresa Hitchens, “Exclusive: J6 Says ] ABdakingDefesgA St rat e gy ;
January 4, 202https://breakingdefense.co?®2101/exclusivej6-saysjadc2-is-a-strategyservice posturereviews
comingl

34 1bid.

35U.S. Government Accountability OfficBefense Satellite Communications: DOD Needs Additional Information to
Improve Procurement&AO-15-459, July 17, 2015ttps://mww.gao.godsset 880671484 .pdf

36 Traditional satellite communications rely on satellites in geosynchronous orbit. Having satellites stay in the same
spot in the sky (relative to earth) facilitates communications because the satellite location is known. However, these
satellites orbit more than 22,000 miles above earth, increasing the amount of time (latency) for a radio transmission.
MAJ Andrew H. Boyd,Satellite and Ground Communications Systems: Space and Electronic Warfare Threats to the
United States ArmyAssociaton of the U.S. Army, November 7, 201t ps://mww.ausa.orglblicationsgatelliteand
groundcommunicatiorsystemsspaceandelectroniewarfarethreatsunited

37 For more information, seBRS Report R4575Navy Large Unmanned Surface and Undersea Vehicles:
Background and Issues for Congrebg Ronald O'RourkeandCRS Report R45392).S. Ground Forces Robotics
and Autonomous Systems (RAS) and Attificial Intelligence (Al): Considerations for Coropesdinated by Andrew
Feickert
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Joint Staff J6: JADC2 Strategy
The Joilmwt dStaeafffiorate for command, control, cC omn
been identified as the lead or gan®Tzha iiomt ewnitt hoifn

t his

s€Cr vicCc €S

strategy is to develop ¢ oflhaddaidtaitoan sttoandar
developing a str dtADgER,efstish et 7 6tnharkogagnti meehsi cah

and DOD agempeirdsmemnd o fPdinmda tpe otghr ainrs .
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proposed that ¢ omnhenroclioagli easd vparnocveisd ei nt h5eG

mo rl ¢ addl atda ( tc B rmoaumgdh pl wtw*2DrO DI aatregnuceise st.h at
these capabilities to process gthe 1incr
S , abrac radf &« ptdpsrhoscpess,s gtrhoiwsn“d ddlemat mat i on ¢
site as taseparftatdSiG tredcdhendoul bodg)iecens@Ah b e hree w

and control conceptthhe isl eddeytnraanma g 3 pteicct rsu
more congested, the federal government
s a me (fkrneogwune nacsy sbpadnhde r D@Ds ChOiaggues that

t

echnology abbkowmsf oo tommumitcadgndnsece
ofni Sept EADENcOR ix,ued a request for 1ir
on how t o apprndalcahn udayrnga7n2itce ssPpOeBcétersu m os
sthd obpamtfeod . mation

OUSDResearch and(R&kfg) helelky nMet wor ke d
Command, Control, and Communications

OUSD R&E
li-o® 1 ght
director

hasitrdd s @amirssho deefnfacbtbtys p AP& 20diencgt €ed beyond

(BLOS) commiEdNCl3mrtaMipeth attlr e gman, the a
of FNC3, stated at a conference 1in Jul

[tihe Army and the Air Force have adoptitulti-Domain Operatiorisconcepts for future
warfighting that both rely upon weapon systems across different doimaing able to
communicate and interoperate in contested environnméodgever, the military services

BTheresa

comingl/

¥Theresa

commondatastandards/

OYTheresa

4B« De f e nsuem Sheacrtirn g Reque st for Information,

Hitchens, “Exclusive: J6 Says ] ABdakingDefensda St r at e gy ;
January 4, 202httpsi/breakingdefense.co@®210llexclusivej6-saysjadc2-is-a-strategyserviceposturereviews

Hit ¢chens-Or-DiEXCLUWDICRE :S u‘mbnoi t To Cr unBre@akinGo mmon Dat a |
Defense January 12, 202https://breakingdefense.co2®2101/exclusivedo-or-die-jadc2 summit-to-crunch

Hitchens, “OSD & JFoimati nStCofBiakioy BefeliseNeveniéridh J oint Al
2019,https://breakingdefense.coR®194 Liosdjoint-staff-grapplewith-joint-all-domaincommand/

41 For an overviewof DOD 5G initiatives, SERS In Focus IF1125National Security Implications of Fifth
Generation (5G) Mobile Technologidy John R. Hoehn and Kelley M. Sayler

42 CRS Report R4548%F;ifth-Generation (5G) Telecommunications Technologies: Issues for Congyed#i C.
Gallagher and Michael E. DeVine

”

Defense Inform

2021,https://beta.sam.goeppBf3f0321da074e75a588c88332657 Vel
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current C3 capabilities are fragmenteds each service has independently developed and
acquired systents,

Mi chael Grif fi8ec rtehtea rfyo ronfe rDeUnednesre f or Resear ch
testithmh@&NYC3 represemnodstehmg mediom for J ADC2, and
technologies that will become an integral part
beydldn Mar2020, OSD R&E released a Broad Agency
information from industry ©ip)rtohtreecet ecdo mpaaodn eon tf st etqg
(RF) BLOS ¢ o m2munlitciautsicorh/sngualttaitpeo ilnats er c ommuni c a't
(3)ommications withMThadbmeagedvatsised sare in partn
DevelopmenttAgaspprtatioffThaySpacesDPavehopmd ottt
intends to create a ceoanmrmtuhn iocrabtiito nsd ynechtitwrdarnks pi anr tl -
provides fast (lowjidm)enommuandateonbkient (ant.i

DARPA: Mosaic Warfare

Mosaic Warfare mHARPApempomwagts ¢tsidesofmbidneo use
ystems and net wor ks n opte rt@roasdictpiteuraelgldyy e de s i gne d
hese projects would be able to take raw intell
nto tamfget mbi com hpbsisne d htac cawk@ampon, electronic
ammer , missile, aircraft, or any ot h*® A weapon
ecoenpgpect of tsAlge mepspa odatdecehr eadhda b flrear kinots t o
ommunicate with e &A ht loitrhde ra swpietchti ni sa na hpruaject
flictiormel yRiantghearb ¢ haaf specializedhpersonnel
ocation ainrd ,sstfsactrtuse DXDPFAUewsar e aut omatically tra
oraad i opabay o mnAmsadnear IByrsytasn C1 aR &t ta nadf Dtalme Hud
teixtpultaeMo s a i ¢s eWak [fsaJr et o i mpose multiple overl
ces that dismdpthuhepreoveprtrathemsfrom reach

S
a
i

S == 0 0O ==t
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“JustinDobl eday, “Pentagon outlines strategy fdnside fully net wor }
DefenseJuly 17, 2019https://insdedefense.coraily-newspentagoroutlinesstrategyfully -networkedc3-plans
meetingindustry.

45 T estimony of Undersecretary of Defense Michael Griffin, in U.S. Congress, House Armed Services Subcommittee
for Intelligence, Emerging T hreats, and Capaikiti, FY2020 Science and Technology Posture Hearrig" Cong.,
2ndsess., March 11, 202bttps://mww.congress.go¥l 6meetinghousel 10655hitnessedAHRG 116-AS26-Wstate
GriffinM -20200311. pdf

%« 0SD (R&E) Communications & Network Infrastructure (C&NI)

Secretary of Defense for Research and Erggimg, March 3, 202Mttps://beta.sam.goopp/
3d2512d1609847e9888359bf8ad05 Vi&.

“Theresa Hitchens, “Pentagon Seeks MreakingdDefenteMarch®,e ch For < Ful
2020,https://breakingdefense.co®2003/pentagorseeksnewsatcomtechfor-fully -networkedc3/.

48 Telephone conversationtveeen the author and Timothy Grayson, Director, Strategic Technology Office, November

20, 2020.

49 Currently, the only way for radio protocols not designed to communicate with one another to do so is to use aradio

gateway. Thisnew methodwould replacephyc al i nfrastructure with software. Sydn
Builds New Net wor ks On hitps:idbreBKingdefénsein2020 0/darpaliilgis,ai-ta 0 2 0 ,
reorganizemachineshumanson-the-fly/.

0Sydney T. Freedberg Jr, “DARPA Al Builds New Net works On T
https://breakingdefense.coR@20/A0/[darpabuilds-ai-to-reorganizemachineshumanson-thefly/.
51Bryan Clark and Dan Patt, “ J ADC 2Brédking DéenselBnuary 14,2024, Fi ght The

https://breakingdefense.co®®2101ljadc2may-be-built-to-fight-theewrongwar/.
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Figure 5. '$53%:V 9LVLRQ RI ORVDLF :DUIDUH

™ c2Cell (CONUS) ™,

Source: https://www.dapa.milivork-with-usiarpatilestogethera-vision-of-mosiacwarfare

Depar t me nAi ro fFokdchkceenc ed Bat tl e Manage me
Sys t(eAnB MS)

The Advanced Battle rMagiangaclmeynae nSwyipssklacadecvwda ¢ o
Surveillance and Tar ge tS52Phtet aAd kt rBaandsaire iSoynsetde m h(e] $A
program in 2019 f4 okie da Ve tetpofltaggoitrtharlm gNeert swo r k
Environment that connects wanfighdievegecypabihlilto
achieve global ™dacioghenr avdwadmst,a geh.e Air Force pi
platform to support comman8dlelr$STARS) dteo i,bsu iolndm ankgi
“cl oluidlea@m vironment t hmdempmewictdit mewsbamtmgp Al and

edictiAecandl ygygist,d hteh ABMSr pFegecaem will develo
ong s i x :spernosdourc ti nltiengersat i on, data, secure pr oc
fectsn.integratio

r

al

e f

The Air Fohrrcterhan¥p ah etledr m t he Air Force uses to d
to demonstrate PTheapprnemdpbecbheddABMS December 201
t he sseravbiicleity to transmit dat a-22gs otmo sA&rcmy ea ncdo mi
Navy systems-rahlpeenaeabbdbad an Army howitzer to sh
mis.slinl enddjtthe Air ‘KdoladiepTooutsiadead tstehcissr ity f eat
where no sensitive daot d. 8§t ¢ Notrdthed noCoammdadi ¢ ©
response to the COVID pandemic during the sprin

52The E8 JSTARS was developed in the 1980sto counter Soviet tank threats, particularhctiledecond
echelon (i.e., Soviet reinforcements). T his aircraft uses a synthetic aperture (with radar operators onboard) to identify
potential targets. Operators onboard the aircraft then direct U.S. and allied aircraft to engage these targets.

53« De p ar tthedin ForceRequirements Decision Memorandum for the Advance Battle Management System
Strategic Requirements Document , ”-2002,signedOchabear 14, 2020,by he Air For
General John W. Raymond, U.S. Space Force, and Generdaé€RarBrown, U.S. Air Force.

yu. s. Air Force, “ABMS Fact Sheet,” press releasece, November
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I n Nmb2G2 0, the Department of the Air Force 1iden
chargeabt®watcihnig ercatmprse aonnd 1 ntegratingAtenttheer prise
same, titme AdenFofced the Departmbnldliofes h©OfAiirc e
the ABMS Integrating Program Executive Office.

quickly delivering programs to the field, and i
experimentation to system development

Depart memAr nofr oj ect Cdé°nver gence

According “Poojbhet ACmyn,v e rsg ennecwe ciasmptahieg pAranfy |l ear ni
around a continuous, structuréddesicgned tod mnmeanto n
challenges poPsreod ebcypteCAP@mMP £iilsves component s :

l. ensuring the Army has the right people and t:

2 inking current Army modernization efforts wi
functioamlailgned mso the six A& my modernization

w

having t he rainglhtcomdmmand o maedd inkreatsdngly

4. using Al to analyze and categorize infor matic
net wonm & ;

5. testing capmpislti tuinefso rigni vtilneg t er r ai n

Project Convergence 20210diuvetrisl,i zceidv ialpiparnosx,i nmmantde 1cyc
three milit,enyminstihswgpgati vascapstone demonstrat
Groun#®Puring this exercise, the Armgl ddimogstr at
artificial intelligtmacteg s taunt com omreyt, h mdisd troo bcodt mmas
geographspdbkPBle Army plans to integnate Air Fc
parProfect Conver gence 2 0f2olr,e iagnnd minltietnadrsi etso iinn cP
Converge®fce 2022

Depar t me nNa voRfr otjheec t Over mat ch

Project Over rsa tecfhf o rst“Ntahwoea IcNra@vayet rea tai”¢ ma | i Atkc s ithtipast
to Army and Air For c ¢Adamsisreatl sh &1 @l a@dFt obe Nalv,al2 02
Operations, atra slddnd na I’ thPer dNjaeveyt O8%km mhitsc h ef fort
me mor andum, Admiral Gilday directed that Projec
development approscl fdiomitl ataor tdpeoveed o pNmeiyxctllee AE G
system. The “tpor iermaarbyl eg oaa INaiwy thmng s waclmsonhzed el
andleohal ef famfdasr ,f romrwye axis, anyo[eRADM domain

55 For more information seBRS In Focus IF11654,h e Ar my 6 s Pr o,pbyeAndrewEeickewte r ge n c e
56 Army Futures Command Information Paperon Project Convergence 2020 providedto CRS on October 15, 2020.

57 For more information on Army modernization priorities €8RS Report R46216, h e A Modgrriization
Strategy: Congressional Oversight ConsideratidnsAndrew Feickert and Brendan W. McGarry

58 Army Futures Command Information Paperon Project Convergence 2020 provided to CRS on October 15, 2020.

¥jen Judson, “Insiede Hhwo j bet USoAv my ge s c pr ¢ pDefenselNgwsf or war i n
September 10, 20261t ps://mww.deénsenews.commridefensenewsconference02009/10/army-conducting
digital-louisianamaneuversn-arizonadesert/

60CRS InFocus IF11654,h e Ar my 6 s Pr o,pyeAodrewEeickerte r gen c e
61 Memorandum from Admiral Gilday to Read Admiral Douglas SmRihject OvermatchOctober 1, 2020.

Congressional Research Senice 12



Joint All-Domain Command and Control: Background and Issues for Congress

Smadt¢ to developsthacharwoptdbot)ls iabBhdki tanatd yt ¢ c s
parallel effort, Admira, GhbeddDgpuouayk€ldi &/fcoef  ANmi]
for Warfighting Requir dmertl opamadpCama b iol ii tniceosr,p o
sys tiemuslli ng s hi pbi natnod tahie cnraavfatl o*PAc rcatrida magl taor ¢ h
press statements, the Navy intends to reach 1ni
field the inithal systems) in 2023.

e fodtowiopgpotdeimtciuasls i s,s uienscrléugduiindo mgm tt $ sand ¢ ¢
timatt es opwehraad iemigeeysc i ng c¢c ommuni ctahtei amsl ec ampfa WAL 1
c

Potential Issues for Congress
T
e
d isionmaking, and potentmplefmentel] ADCh.cture c

Requirements and Cost Estimates

DOhas requested -rfalnadtiends effofrorJtADCRBopas¢vemdhrfidau
t hcecondseptly stagesDO@Fsdesovel ophmgndevel oping a J AL
is expkaee¢ldastod by tBeo mePaonmnige wdfpr2d®Lded concern
DOhaspnotvdadsetd estimates orfrnvaéahedmamadaeretgadrt mem
acquisitionb®hsr oag rtralems nueledg bk tocnemsi t t ecappradr i heions

committees have reduced t heesrpeeqcuidaBIMSydaffodrndGng f «
research an®T hdee vFeY200p2mle nNat i onal Defense Aut horiz
DOD to produce requiren€nts for JADC2 by April

Int eramappi lity Challenges

As DOD ewmsviizng ohADC2f 6o pceommanwul tiple domains si
need to connect diff rOdDn to wtnysp @asn do fo pfearad e&€ss immacnrye
communications systems, ecasthamdangs d9Tdhiedsre¢ att a Ir ia
systems ar e “toafhthketnh uenaachbhd eat thheer reaf ograet citweagyuistrloa t e

from one radioThrotioacdhstionawdt héties and partn
challEagmer ebtUmre¢emsyy of Defense Michael Griffin,
the House Armed Services Subcommittee on Inteldl
identified this issue as justificatin to conti

2For more information on t he NGRS Report R457HNavy hargh Unmannadn manned s h
Surface and Undersea Vehicles: Background and Issues for CongyeRenald O'Rourke

Me morandum from Admiral Michael AGDMelFarge "t ©c Viochee rAdmi r2a0l12 0J.a m

4Jason Sherman, “Navy eyesc20 23 efroma ticnhi tdisigpeDeéilirséiitvye rtyo offl ePerto.
January 29, 202https://insidedefense.coddily-newshavy-eyes2023initial-delivery-projectovermatchcapability-
fleet.

®Theresa Hitchens, “CJCS Gen. Milley Reviews JADC2 Strategy
2021 ,https://breakingdefense.cod®2102/cjcsgenmilley-reviewsjadc2-strategywhile-industry-jostlesfor-position/

66p .1162838157.
67p.L.116283.
68p L.1162838157.

69 For more discussion on thisissue, 8RS Report R46564verview of Department of Defense Use of the
Electromagnetic Spectrurby John R. Hoehn, Jill.GGallagher, and Kelley M. Sayler

0 Testimony of Undersecretary of Defense Michael Griffin, in U.S. Congress, House Armed Services Subcommittee
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Theallhenge of tonasthlairneg iBO@DBr mat i on fcrooun dd ibfef er e n
solved mpypr otae hiest er operability

T Procure @Gatmenway saatteiwmmyss ngoprse aptly called
““rangd)latmoecesi ve mult upld yptl ety e taentds , s ec
r e br o aidscnafsotr tatahh ¢ onefsar''ddie t ABMS program has
devel opgeadt espuadgis g B)t € emammen i EEhi 0 ns
approabhktheisnf or mat jpoont esnhtairailig reducing the ¢ o
developmemhe bgetaawhky a subsystem of an aircr
systemoteapad bledafigodt d ¢ dt i vellhye quhiaclkdleyn ge
with this @&mpgrthoaecwha yiss nmtahyatnot be wusing the mc
and therefwaeephpoomsectteedrebroadcast to the fo

Figure 6. E-11 Battlefield Airborne Communications Node (BACN)

Source: https://www.janes.coramplsafto-buy-more-bacnZnlJK3dHVU9mMZ28xajRIVkc5dVI5VFplcVMwPQ2

f Procure new commun.iThati ap®s®agdpohPmen-t
appradaach ,( where either OSD oramntdhe n] oint St af
requires the milijtUsairnyg sae rsviitcheksa dtoom natideol p tt o
Tactical Radio Sys,Btelmi  JIRtSi)ond ewcedlod mewmrtc has
communications architec tFuorre efxpahmapslieng on i nt e
FNC3 effort appeadlst tooh piés cacppphdtida mlpp r oac h.

htaHoei n t force devel ops ¢ asmhmunei ciantfioornmsa tsiysnt e

e aml e spsoltyd,hitainad s ec uacecwlfduahren] arge invest me

nmi ght enchbhadtlke Ad ¢ b & wdii bslaed voafnhtiasg e

pproach is that as moptetemsefifecfiobdagai hhe

dversary technologies

-

O »

for Intelligence, Emerging Threats, and Capabilitl¥2020 Science and Technology Posture Heardrig" Cong.,
2"dsess., March 11, 2028ttps://mww.congress.go¥l 6 meetinghousel 10655nitnessediHRG 116-AS26-Wstate
GriffinM -2020031 1pdf.

“This capability is best demonstrated by the U.S. Air Force
2y. s. Air Force, “ABMS Fact Sheet,” press release, November

73 JTRS was a radio program intendedto replace all of the radiersgaised by the Department of Defense. For more
information, see thAppendix.
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1T Devesbdbpwaad eanebwoA ktshhird approadhaits to use s

enallseesr s to createDARBA oMniszaeida mBatrwoarrles .

some aspects ofar¢cchea mpBMS sp ra@aroenc h .

modutlthan ot her 1int gtrloipse raapbp rlwntigythss eoadrmudt li eosn s

systems tai red to a spemgéfdedbolperation to

primary r to thimatppsipwech ficxatlly tadohmicce

soft,waeéed reate these net wer hsmo uAnto talnedr r 1 s k
i di
0

)

1
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cre
classification of i1information shared with
levels f ec.lBaescRdelftd & sad b Moam, r(eSleecarseatb 1 e , Top

Secret).

DO nd Comagyeelsesct one or morepaofltaghpsea alppmaoyche
of fert esthho rbte nde@Duy swhkist@ar hoagproach to solve t hce
challenge

Balancing Conmuma kiailtdiDeigersa d e d

Environment

DODapproach to developing ¢ omnruend wiarteimennt snet wor
incor pdhoraetee ccoanmppaelt ii Inigt 1 e s
T data throughput (i.e., the rate at which dat
T lenhcy (tii.me ,detlhaey in receiving a message/ dat

T resiliency (the ommuhiitcatti oamenstitgamBid in t he
disruption by natufal or intentional sources

The rise of mnew technolsouxirletsiafsfiacri arhi liinttarlyf i gparce
datalinks (like Link 16 and Multifunction Advan
electronciacp avbaprifessreans s di st inct ohaplalbdidgesi eisn bal
future communications systems 1ikeowvlgdand FNC3.
potentially require s ubst aanntdi aga mimatnad etros eanna b1 e
acurate picture of the battle space. Datalinks,
necessarily 71 e;quhiorwee vheirg,h eddadtiwaalliantkesn tsdysa ¢tnos oernss u r e
c an ptraoridgeevte 'p alatt iac ul ano vysmyfsotre mfsa slti ke cruise miss
aircraft. Finally, the proliferat-j opmr copfe retlieacst r o
to maintain communicat i oFnisg Uihldlluesh thiteditmegse atch i v e | y
competing requiredmentdevmhep dDendbwlwanwveform (reg
waveform is designed f or®Raidviol isaing naarl smtalriet aarbyl ea
c apathiolwiefpye ror itizing one Trequiremenmameans t hat

AyU. S. Air Force, “ABMS Fact Sheet,” press release, November

Buil ds New Net wor ks On hitpsédbreBKingdefénseoy20/0arpaliills;ai-t@ 0 2 0 ,
reorganizemachineshumanson-the-fly/.

For example, see Department of Homeland Security, “First R
2017 ,https://immw.dhs.govscienceandtechnologyfirst-respondetelectronicjammingexercise#:~:text=

DHS%20S%26 T %20works%20t0%20combat,jamming%20threats%20and%20reporting%20chéouredss

Arjoune and Saleh Faruque, “Smart Jamming Attacks in 5G New
https:/fieeexplore.ieee.odpcumentd031175 and Hossein Pirayesh and Huacheng Zeng
Jamming Strategies in Wireless Net wo htips/farxiorgibs/ mpr ehensi ve Su
2101.00292

"6 Waveforms are defined as software applications that determine the total functionality of the radio fronishe user
perspective.
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suffer, potentially cre¢attrmghiocflidid @ ppmanb i If iotri epso Itic
in acquisition

Figure 7.Balancing Communications Requirements

Data Throughput
“Capacity”
Latency Anti-Jam
“Time Delay” “Resiliency”
Source: Congressional Research Service
AsDODnodernizes its communications systems, 1t m:

l i mi ttasteiloencst requirements that atdhvee oy eoifmiistssi on g

net wor ks . For example, technologies bukte 5G c¢an
is unclear how these signals mowm bHdeafopfidetredamy
appears to be designed sor;popeogbdcanesilieneli ovs
satellites, latency will increase.

Role of Artificial rhanktihlgli gence in De

s a pot eemtaibdlAgE2 cr At i Alali £ oimptomedu c
isioammaks mgegsseves alhomatds tftiicti al what
plAtwhan dppiropummhkjhd@ement requi
eapons

econd, hwlwndwes t he sbeungftoyradMlor he hdhat 8 o as s i
ecisi Amak®@Phhas focused Fnhahendatdi scwuscddr
lans to ensur e dfaotra JvAaDG2d.ist e caonfide esackel udraittay c o u l «
ommanders to scehprami®speynoabje¢e¢httves (such as a
ecommending targetval othamBRmighehnldvyDsQiler thei g
pecturese data in cloud environments Aroe prevent
hese securitoy ppleavresnts mfdfviea iseamty tmanipulation?

"TFor a broader discussion of artificial intelligence and its role in nat&ecaiity, se€RS Report R4517 $rtificial

Intelligence and National Securjtgy Kelley M. Sayler

“Depart ment of Defense, “DOD Adopts 5 Prinebiugni2s,s of Artific
2020,https://immw.defense.goizkploreNewsArticle/Article/2094085dod adopts5-principlesof-artificial-

intelligenceethics/

®Theresa Hitchens, “O0OSD, JWidad¢ Batad fESabking Befensdrnnannl0,On Do D
2021 ,https://breakingdefense.co2®2102/exclusivejadc2datasummitswill -drive-dod standardsequirements/
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Potential Force Structure Changes

Bec aJuADC2 potentially requires different types ¢
military services may lonpkamaddicehafige cpsw, Ftort rcx
t he Mar jinne iGosr pfsor c e t kidte swiogunl,d aenldienti encasrden eusn i t s
not aligned with Nautiidoanmael e wDoeuf ledn sree iSntvreastte gtyh e f ur
progt hmetftiechfeut ure oper a8 nm@i learwli’y,oRtmegeNa vy

Overmatch looks to potentially change the numbe

The balance of capabilities thaits raemoitdlee i na stthec t:
force structfwreioabdadngese hatshei dethytbisransdakl o
capabilities from the act i vT hcuisfmptome nlWn ittoe d hSet art
were to go to paesutmhddiAt myawoulbdte reserve for
opreat AebnGD nd military services prepare to meet t

howoutlhdle s e organizations choostrutbetbmweéenceaectapa
and reserve components ?

Management of J ADC2 Efforts

The Joinits Stthaef fl eJabd coo0d ADRRB O otrs f owsetDWDe s haaf t
a number of DOD agencie$ omeGofnogrrneisnsg, wanr itohues paacstt
expressed an 1 n tweirdees tp riong wcarwebadt e3fdilgcJeDs®@ Bt Pr ogr am
Of fice) to centradcateffdfifigpment sof hhar POD r es e
development ef f otritnsetvhialnld iansc rae drheessuolvte, f froarntasg i magy
become more challengdiungee®Gonglrmds s fmapyr icm etalte a
charged with prdoegvwrealno pnmachnatg eokfe at ¢ hit ect ure, and
management

80 CRS Insight IN11281New U.S. Marine Corps Force Design Initiativéy AndrewFeickert

81 CRS Report R43808\rmy Active Component (AC)/Reserve Component (RC) Force Mix: Considerations and
Options for Congressby Andrew Feickert and Lawrence Kapp

82 For more information on thieackground of the-B5 program, se€RS Report RL30563;-35 Joint Strike Fighter

(JSF) Program by Jeremiah GertleFor an example of a joint communications program intended to achieve similar
resultsto JADC2, see thAppendix.
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Appendix. Hi s t okExiampl e of Joint
I nter opeJraibntl i Eayc:t i c a®¥® Radi o

The Joint TactTR8) Radia Sypmmeami ¢dtmpne
communications fiimetirglr dipoesr aabcilagt y dlyl of
program was s1t9a%0tse da nidhn waehse unlitdi mately ¢ e
Secretaryfof BRBefunsetion, Technad#bgyhia Logist
justificationSerotektdairdymwlttehdinth e Unde hni c al halleng:
ad hoc networks and scalability were wnwodt well u
t he .tiitmei s unlikely that products resulting frort
development program afforQudbdt yt meet eykeasrei ot rkq
devel opmdDOMD pefnftoratppr oxi megadmdiHgsibnhli Snl,3 bill
termifation.

program
he milit
nec
d

v
t
a l ed 1
n
c

The JTRS program was intended to replace the 25
mil i+tmamy of which could not+wt ommulmd ewd ere awdi it ohs e a
that could muphhotidioc i foeswBInTcRSa s pectirsuimned t o
thser vices to ,sepengtwithbget¢thhiersteanmhsdhmnmed watwions
wireless voice, video, and data communications
acee to -miema irrefadr mation from H#¥Dedborinkee d nadls bat t I

“s of t-dva ff ien ¢’d TrReSoduhload¥ @ n @ tdnoorne 1 i ke a computer than
ragdidor ewoaunlpdl ehhapigtr bded and motdh foitehdert o oper at ¢
communications systemgssby ptphoes eadd diot ireend eosfi gsnoi fntgw
more costclonsammi 1 g mpr ocdbh s maP®PDcasesrta single

with multiple waveforms cadyrnagl ma@anmiemhatepara
because“slhoTRSairse programmable, they ,wwiltth also pr
both features otfefremr icnogP®fplogt acamifTRGAslpdl oggam was or i
broken “chteg’withe ctacthilwag usa sga vt ed@kslBaebl-B A

and a Joint Program Office managing the overall

83 This section is derived fro8RS Report RL3316The JointTact al Radi o System (JTRS) and the
Combat System (FCS): Issues for CongrbgsAndrew Feickert

8 Me mor andum from Undersecretary of Defense FrallRS Kendel!] t o
Cancellation NotificationOctober 132011 ,https://mww.govexec.corpbfs/L01411bbl.pdf
8%Bob Brewin, “Pent agon shutters J bNextgoyAudust d,2012,al Radi o Syst em

https://wwmww.nextgov.conit-modernizatiornZ01208/pentagorshuttersjoint-tacticatradio-systemprogramoffice/
57173l

86 peter A. Buxbaum? Jitters Over JTR3Armed Forces Journaluly 2005, p. 31.
87U.S. Government Accountability Office (GAO), Report to the Chairman, Committee on Appropriations, House of
Representative§Defense Acquisitions: Resolving Developmental Risks in the Astletworked Communicains

Capabilities is Key to Fielding Future Fore&AO-05-669, June 2005, p. Peter A. Buxbaum' Jitters Over JTRS,
Armed Forces Journaluly 2005, pp. 3B3.

88 DOD pamphlet on JTRS published by the JTRS Joint Program Office, undated.
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Table A -1. JTRS Clusters

Cluster One Two Three Four Five
Description Ground Hand-held Fixedsite High- Handheld,
vehicle and radios and maritime  performance  dismounted,
helicopter radios aircraft (fixed and Small
radios wing) radios  Form Factot
radios
Service U.S. Army U.S. Special U.S. Navy U.S. Air U.S. Army
Lead Operations Force
Command
(USSOCOM)

Source: Reproduced fromCRS Report RL3316/ KH -RLQW 7DFWLFDO 5DGLR 6\VWHP -756 DQG
Combat System (FCS): Issues for Cobgraessirew Feickert

Note: Form factorradios are essentially miniaturized radios that soldiers would carry, as well as radios for
weight and powerconstrained platforms.

As discuslsTRS kxlpew,ienced dunumbedecTohEclisdepm&scec ult i
may be rele ADff2 fevefopmewmt J

Size and Weight Constraints and Limit

Accord2 o @Gotveranmemnt Abclity Office (GAO) report

To realize the full capabilities of the Wideband Networking Wavef8rimcluding

transmission range, the Cluster One radiaies significant amounts of memory and

processing power, which addto the size, weight, and power consumption ofthe radio. The

added size and weight are the results of efforts to ensure the electronic parts in the radio

are not overheated by the eledatyicneeded to power the additional memory and

processing. Thus far, the program has not been able to develop radios that meet size,

weight, and power requirements, and the current projected transmission range is only three

kilometers—well short of the 1&ilometer range required for tWéideband Networking

Wavef olthnre..Cluster One radio’s size, weilight, and
helicopter platformrequirements by as much as 80 pef€ent.

The inability to meet thesce Sdtuandameds adadeesd gamo
Cluster (Chnaev emaalbyd @mnott o a c ¢ o mmo d a taes aidndtidpeidaenda | wa v «
waffor Cluster One to have four to eight stored
heavy to fit 1ghodnd khsoi nssetdriani gneeredt ICyo mbBER System (
Manned Ground Mabi owvleedsl &®MG¥H LR c Apmoebrs efheer s Some
concerned that to meet t hwoswslidghy sfdiocmbn tdleegni r e me

89 The Widebandetworking Waveform is described as the core of the JTRS networking capability and is intended to
operate across a wide range of the radio frequency spedtamm?2 megahertz (MHZ) to 2 gigahertz (GHand

would provide increased routing and networkiagability—as much as a hundred times more than existing
communications systems.

90 U.S. Government Accountability Office (GAO), Report to the Chairman, Committee on Appropriations, House of
Representative§Defense Acquisitions: Resolving DevelopmentakRis the Armys Networked Communications
Capabilities is Key to Fielding Future Fore&AO-05-669, June 2005, p. 15.

91 FCS Manned Ground Vehicles (M&Vare envisioned as a family of eight different combat vehiclgish some
having more than one variatie-based on a common platform and designed to be transported by U.S. Air Force
transport aircraft and deployduiectlyinto combat with little or no posfiight reconfigurationMGVs would be

equipped withvariouspassive and active protection systemssarsors that the Army hopes will offer them the same
survivability as the current heavy armor force.
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Clustper®oe mance®Apeeci dicgttionshede Apmypgrhkewevar
terms of 71 edisc iwnegi gthltu satnedr sGQmee and im increasing
howewveecor porating all of the dedodr d cdftef or ms
Cluster Five radiosedamibarepnze¢,edWygi gthkhpegsreamdc p o
diffiweurhe# 1 e spr dreacwnosneed Cl ust eweBEBEawpp owerds t @n swe i gl
no morlp otubtan

Security

Security fgoerd JaliRSa esmegmi ficant developmental dif
of the’sprbaogrgaeamwsas py © nlacnmeslyy, encr yption, as JTRS
softwaged and is, ther &FGornep,u tveurl nsecer catbal et ¢ oe shmerkt
agree that software used for any purpose is vul
of fers absolute security or information assuran
to o@me¢ramud tiple ;1leved detohfitse ewmeagautii tr yhnaedmt , devel oy
accmwrtfoonrl yt raditional radfi@osmpateirt pnde asct wogs k
securit y®%lme aasdudrie¢s on, NatioWastcBSecuyitygynAgemosyab
inter face withS.r aadlildd esvyesptogme nd®h 1 Uc hallenges

Interoperability with Legacy Radio Sy

S o maen a leyxsptrse s s ed concerns that ktwhhe dg’avanlmpoaft itha lei n
l egacy rhaadbieotse anlaryo | o g i c®®aRlelpyo ritnefdelays,m bedatert leymppt rso gart
c r obsasn d°9tnog s ynchronize incompatible legacy radio
Current Army efforts are focusing on using the
legacy r adii%Onfer e gweerdth essu.gviWeidleeb atnhde Net wor ki ng Wa
cowledceive signals from legacy radiosTp legacy 71 e
rectify this csointsuindseirnegd, 1 9 hdi Af myent wavefor ms t

92 sandra |. Erwin“Military Sets Less Ambitious Goals for New T actical RatliiNational DefenseNational Defense
Industrial Association (NDIA), Washington, DC, August 2005.

93 Meeting between CRS and the Army Staf8 (Force Development) SectitsDirectorate of Integration FCS
Office, September 15, 2005.

%4 U.S. Government Accountability Office (@), Report to the Chairman, Committee on Appropriations, House of
Representative§Defense Acquisitions: Resolving Developmental Risks in the Asetworked Communications
Capabilities is Key to Fielding Future For¢&A0O-05-669, June 2005, p. 19.

95 Buxbaum, p. 32.

96 Buxbaum, p. 32.

97 The National Security Agency is the U.S. governmsatyptologic organization. It coordinates, directs, and
performs highly specialized activities to protect U.S. government information systems and produce fgraign si
intelligence information.

98 Buxbaum, p. 32.

99 sandra . Erwini*Military Sets Less Ambitious Goals for New T actical Ratiidational DefenseNational Defense
Industrial Association (NDIA), Washington, DC, August 2005.

100 crossbanding is a technique odeeiving a number of incompatible frequencies and then retransmitting them on
previously designated channels, thereby allowing communications systems operating on different bands to
communicate with one another.

101 gandra I. ErwiniMilitary Sets Less Ambibus Goals for New T actical RadibNational DefenseNational Defense
Industrial Association (NDIA), Washington, DC, August 2005.
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trans missions 9 m cloergtobriastsimembkénst e it wavefor ms i
r adviooul ds hgwief i ¢ admte lmyp riyn camela pd ocessing power T €(
tuwoul dihavédRE8Edsize, weight, and power TrTequire
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